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Abstract. In recent years, location-based social networks (LBSNs) such as
Foursquare have emerged that enable users to share with each other, their
(geographical) locations together with the semantic information associated
with their locations. The semantic information captures the type of a location
and is usually represented by a semantic tag. Semantic tag sharing increases
the threat to users’ location privacy which is already at risk because of location
sharing. The existing solution to protect the location privacy of users in such
LBSNs is to obfuscate the location and the semantic tag independently of
each other in a so called disjoint obfuscation approach. More precisely, in this
approach, the semantic tag is obfuscated i.e., replaced by a more general tag.
Also, the location is obfuscated i.e., replaced by a generalized area (called the
cloaking area) made of the actual location and some of its nearby locations.
However, since in this approach the location obfuscation is performed in a
semantic-oblivious manner, an adversary can still increase his chance to infer
the actual location by detecting semantic incompatibility between the locations
in the cloaking area and the obfuscated semantic tag. In this work, we address
this issue by proposing a joint obfuscation approach in which the location
obfuscation is performed based on the result of the semantic tag obfuscation.
We also provide a formal framework for evaluation and comparison of our joint
approach with the disjoint approach. By running an experimental evaluation
on a dataset of real-world user mobility traces, we show that in almost all cases
(i.e., for different values of the obfuscation parameters), the joint approach
outperforms the disjoint approach in terms of location privacy protection. We
also study how different obfuscation parameters can affect the performance
of the obfuscation approaches. In particular, we show how changing these
parameters can improve the performance of the joint approach.
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1 Introduction

In location-based social networks (LBSNs) such as Foursquare and Facebook, users
can share with each other, their (geographical) locations together with the semantic
information associated with their locations. For instance, by checking-in to venue
“Whitmans” on Foursquare, a user implicitly accepts to share with her friends, the
address of the venue together with its type (category), which is represented in the
form of a semantic tag “burger joint” (See Fig. 1). A venue’s semantic tag usually
belongs to a predefined set of tags, where the set of tags form a hierarchical tree in
which the “burger joint” tag could be a descendant of the “restaurant” tag and the
“restaurant” tag could be a descendant of the “food” tag, and so forth [5,1].
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Fig. 1: A check-in to a burger joint called “Whitmans” on Foursquare. The location
and the semantic tag of the venue are highlighted by the red bounding boxes.

It is known that by disclosing their locations in LBSNs and in location-based
services (LBSs), users put their location privacy at risk. In fact, an adversary (e.g.,
a curious service provider) can use a collection of users’ disclosed locations to re-
identify their pseudonymous location traces or to infer their locations at given time
instants [23,24,20]. As shown in [1], revealing semantic tags together with locations,
creates a still more powerful threat to the users’ location privacy. Intuitively, this is
because the mobility of users have some regular semantic patterns (e.g., people usually
go to the movies after dining in a restaurant), which can be learned and exploited to
better track their locations [5,1].

One way to protect the privacy of users is to build privacy-aware LBSNs in which
users only share obfuscated versions of their locations and semantic tags. Thus, when
a user checks-in to a venue on a privacy-aware LBSN, the venue’s name, its exact
location and its semantic tag are not disclosed to anyone. Instead, an obfuscated
version of the location and an obfuscated version of the semantic tag are sent to the
service provider and then shared with the user’s friends on the LBSN. The existing
solution in the literature to build such privacy-aware LBSNs consists of obfuscating
the location and the semantic tag independently of each other in a so called disjoint
semantic tag-location obfuscation approach [1]. Fig. 2.a illustrates a toy example of this
approach, where a geographical area is partitioned into four square regions (locations)
and each region is identified by a number. Let us assume that a user Alice wants to
check-in to venue “Super Duper Burger” on a privacy-aware LBSN. Thus, in the
semantic tag obfuscation process, her location’s semantic tag (i.e., “burger joint”)
is replaced by a more general tag “restaurant”. Also, in the location obfuscation
process, her location (i.e., region 1) is replaced by a generalized area (also called a
cloaking area) made of regions 1 and 2.1 The problem with this approach is that an
adversary (e.g., a curious service provider) who knows the semantic tags of the venues
in the map can easily filter out region 2 from the cloaking area and infers that Alice is
located in region 1. The reason is that region 2 is not semantically compatible with the
“restaurant” tag i.e., it has no venue whose semantic tag is equal to the “restaurant”
tag or is a descendant of the “restaurant” tag in the tag hierarchy.

1 For simplicity’s sake, in this work we consider only obfuscation by generalization, both for
locations and semantic tags.
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(b) The Joint Approach

Fig. 2: Toy Examples of the obfuscation approaches.

In this work, we introduce a joint semantic tag-location obfuscation approach for
building privacy-aware LBSNs. This approach aims to overcome the drawbacks of
the disjoint approach by performing the location obfuscation based on the result of
the semantic tag obfuscation. More precisely, in the location obfuscation process, the
cloaking area is defined so that it has the maximum number of semantically compat-
ible regions with the obfuscated semantic tag among the existing potential cloaking
areas. Fig. 2.b illustrates a toy example of this approach. Similar to the toy example
of Fig. 2.a, in this example a user Alice wants to check-in to venue “Super Duper
Burger” on a privacy-aware LBSN. Thus, in the semantic tag obfuscation process,
her location’s semantic tag (i.e., “burger joint”) is replaced by a more general tag
“restaurant”. However, in the location obfuscation process, her location (i.e., region
1) is replaced by a cloaking area made of regions 1 and 3. The advantage of merging
region 1 with region 3 instead of merging region 1 with region 2, is that region 3 is
semantically compatible with the “restaurant” tag since it has two venues (i.e, “Joe’s
Pizzeria” and “Haru Noodle House”) whose semantic tags (i.e., “pizza place” and
“noodle house”) are descendants of the “restaurant” tag in the tag hierarchy, respec-
tively. Hence, the adversary cannot filter out the region 3 by knowing the “restaurant”
tag. Thus, the resulting cloaking area has two semantically compatible regions with
the “restaurant” tag, which is the maximum number of semantically compatible re-
gions that can be achieved for the “restaurant” tag and the cloaking area size of two
regions.

Contributions. We introduce a joint semantic tag-location obfuscation approach
for privacy protection in LBSNs (and in LBSs, in general). We also provide a formal
framework that can be used for evaluation and comparison of our approach with the
disjoint obfuscation approach. Using a dataset of real-world user mobility traces, we
perform an experimental evaluation for comparison of the joint and the disjoint ap-
proaches. The evaluation results show that in almost all cases (i.e., for different values
of the obfuscation parameters), the joint approach outperforms the disjoint approach
in terms of location privacy protection. We also study the impact of different obfus-
cation parameters on the performance of the obfuscation approaches. In particular,
we show how changing these parameters can improve the performance of the joint ap-
proach. The most important contribution of our work is introducing joint obfuscation
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as a new type of obfuscation, in which some private attributes of a user are obfus-
cated based on the result of the obfuscation of some of her other private attributes.
Accordingly, our work can be used as a model for more advanced obfuscation schemes
that jointly obfuscate a greater number of private attributes.

Road map. The remainder of the paper is organized as follows. In Section 2, we
describe the system model and introduce some definitions. In particular, we present
a privacy protection mechanism that can be defined to use one of the joint or dis-
joint obfuscation approaches. We also present an adversary model and describe the
adversary’s knowledge and attack. In Section 3, we introduce an implementation of
the adversary’s attack based on dynamic bayesian networks. In Section 4, we present
the location privacy metric. In Section 5, we perform an experimental evaluation to
compare the joint and the disjoint approaches in terms of location privacy protec-
tion and we discuss the results. In Section 6, we discuss the related work. Finally, we
conclude the paper in Section 7.

2 System Model

In this section, we present the system model. Our model is built upon the framework
proposed in [23,24,20] and its extension in [1].

Regions and Semantic Tags. We assume that the users move in a geographical
area that is partitioned into a finite set R of distinct regions. We use the terms
region, geographical location and location interchangeably. Each region has a unique
identifier and contains a set of venues. A venue is characterized by its type, which is
represented in the form of a semantic tag. The semantic tag of a venue belongs to a
set S of all possible semantic tags. We assume that S can be represented as a tree
data structure where each node is a semantic tag and the parent of a given node is a
more general semantic tag with respect to a specified tag hierarchy. Below, we present
some definitions that capture the semantic characteristics of venues and regions.

• Let v be a venue in a region in R and s be a semantic tag in S. Then, we say v is
semantically compatible with s, if v’s semantic tag is equal to s or descendant of s
in the semantic tag tree.

• Let r be a region in R and s be a semantic tag in S. Then, NVs(r) denotes the
number of venues in r whose semantic tags are equal to s. Similarly, NDVs(r) de-
notes the number of venues in r whose semantic tags are descendants of s in the
semantic tag tree. Finally, NCVs(r) denotes the number of venues in r that are
semantically compatible with s. Thus, NCVs(r)=NVs(r)+ NDVs(r).

• Let r be a region in R and s be a semantic tag in S. Then, we say that r is
semantically compatible with s if r contains at least one venue which is semantically
compatible with s, i.e., NCVs(r) > 0.

Time. Time is discrete and the set of time instants when the users may be observed
is T = {1, ..., T}. The set T is called the observation interval.
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Users. We assume a finite set of users, where each user has a unique identifier. The
mobility of a user is characterized by her events and her traces. More specifically, the
fact that a user u is at location r with semantic tag s at time t, can be represented
by a tuple < u, r, s, t >. We call this tuple an event. Note that the semantic tag of
location of u at time t refers in fact to the semantic tag of the location’s venue where
u is located at time t. The location trace and the semantic tag trace of user u can
then be obtained based on the set of her events over the entire observation interval.
Thus, the location trace of u is defined as r1:Tu , {r1u, ..., rTu }, where rtu with t ∈ T ,
denotes the location of u at time t. We assume that rtu is an instantiation of random
variable Rtu that takes values in R. Moreover, the semantic tag trace of u is defined
as s1:Tu , {s1u, ..., sTu }, where stu with t ∈ T , denotes the semantic tag of location of
u at time t. We assume that stu is an instantiation of random variable Stu that takes
values in S.

Privacy Protection Mechanism (PPM). The privacy-protection mechanism (also
called PPM) obfuscates user’s locations and their corresponding semantic tags before
reporting them to the online service provider. More precisely, PPM transforms each
actual event < u, r, s, t > to an obfuscated event < u, r̃, s̃, t >, where r̃ and s̃ are the
obfuscated versions of r and s, respectively.

The obfuscation of r is achieved through the location obfuscation process of the
PPM. The resulting pseudo-location r̃ is an instantiation of random variable R̃tu that

takes values in set R̃, where R̃ is the power set of R. We use the terms pseudo-location
and obfuscated location interchangeably. In the literature, there exist various types of
location obfuscation (see Section 6). In this work, we assume that the PPM performs
a type of location obfuscation called location generalization. Thus, r is merged with its
nearby regions to form an extended region (also called a cloaking area (CA)) that is
represented by r̃. We also assume the existence of a parameter oloc called the location
obfuscation level. In this work, oloc defines the number of regions in r̃. Thus, formally,
r̃ represents a set that is composed of r and the other merged regions and has a
cardinality of oloc.

The obfuscation of s is achieved through the semantic tag obfuscation process of
the PPM. The resulting pseudo-semantic tag s̃ is an instantiation of random variable
S̃tu that takes values in set S. We use the terms pseudo-semantic tag and obfuscated
semantic tag interchangeably. In this work, we assume that the PPM performs a type
of semantic tag obfuscation called semantic tag generalization, in which s is replaced
by a more general semantic tag in the semantic tag tree. The level of generalization is
defined by a parameter osem called the semantic tag obfuscation level. Thus, formally,
s̃ is the ancestor of s that is osem level(s) above s in the semantic tag tree.

Based on what we have described, the location obfuscation and the semantic tag
obfuscation can each be modeled by a probability distribution function. Thus, for-
mally, a PPM is defined as a pair (f , g) where f and g are probability distribution
functions that model the semantic tag obfuscation and the location obfuscation, re-
spectively. By applying these functions on a user’s events over time, the PPM creates
the obfuscated traces of the user from her actual traces. Thus, the obfuscated location
trace of a user u is defined as r̃1:Tu , {r̃1u, ..., r̃Tu }, where r̃tu with t ∈ T , denotes the

pseudo-location of u at time t and is an instantiation of R̃tu. Moreover, the obfuscated
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semantic tag trace of user u is defined as s̃1:Tu , {s̃1u, ..., s̃Tu }, where s̃tu with t ∈ T ,
denotes the pseudo-semantic tag of location of u at time t and is an instantiation of
S̃tu. The definition of f and g functions depends on the obfuscation approach used
by the PPM. In the following, we introduce two obfuscation approaches and give the
definition of the probability distribution functions for each approach.

• Disjoint semantic tag-location obfuscation approach. In this approach, the
location obfuscation and the semantic tag obfuscation are performed independently
of each other. Thus, the probability distribution functions in this approach are
defined as follows [1].

fu(s, s̃) = Pr
(
S̃tu = s̃

∣∣ Stu = s
)

(1)

gu(r, r̃) = Pr
(
R̃tu = r̃

∣∣ Rtu = r
)

(2)

• Joint semantic tag-location obfuscation approach. In this approach, the lo-
cation obfuscation is performed based on the result of the semantic tag obfuscation.
Thus, first s̃ is obtained from s by applying the semantic tag obfuscation process.
Then, in the location obfuscation process, the merging of r with nearby locations is
performed in a way that the resulting r̃ has the maximum number of semantically
compatible regions with s̃. Formally this can be expressed as follows. Let C(r) be
the set of potential cloaking areas for region r and NCRs̃(.) denote the number
of regions that are semantically compatible with s̃ in a given cloaking area. Then,
an element r̃ of C(r) has the maximum number of semantically compatible regions
with semantic tag s̃ if NCRs̃(r̃)≥ NCRs̃(ρ̃) for ∀ρ̃ ∈ C(r). Based on what we have
described, the probability distribution functions in this approach are defined as
follows.

fu(s, s̃) = Pr
(
S̃tu = s̃

∣∣ Stu = s
)

(3)

gu(r, r̃, s̃) = Pr
(
R̃tu = r̃

∣∣ Rtu = r, S̃tu = s̃
)

(4)

Adversary. Typically, the adversary is a curious service provider or an observer who
observes the obfuscated traces of the users and wants to infer the locations of users
at given time instants. We model the adversary by his knowledge and his attack.

• Adversary’s Knowledge. The adversary has full knowledge of regions (including
their venues and their semantic tags) and the semantic tag tree. He knows which
obfuscation approach is used by the PPM and also knows the semantic tag ob-
fuscation function (f) and the location obfuscation function (g) of PPM in both
disjoint and joint approaches. We assume that the adversary performs his attack a
posteriori, meaning that the adversary has access to the obfuscated traces of the
users over the complete observation interval. In addition, he has access to some of
the past semantic tag traces and past location traces of the users. We refer to this
as his prior information.
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• Adversary’s Attack. The adversary performs the location-inference attack against
users. In this attack, the goal of the adversary is to find the location of a user u at
time t, given the obfuscated location trace and the obfuscated semantic tag trace
of u. The attack can be formalized as finding the following posterior probability
distribution over set R of regions:

Pr
(
Rtu = r

∣∣ r̃1:Tu , s̃1:Tu
)

(5)

3 Implementation of the Attack

To implement the attack, the adversary first builds a dynamic bayesian network
(DBN ) model for each user based on his knowledge. Roughly speaking, the DBN
model for a user encodes the probabilistic dependencies between the random vari-
ables involved in the inference attack against that user. Once a DBN is built for a
user, the adversary can perform his attack against the user by applying an existing
DBN inference algorithm (such as junction tree algorithm or loopy belief propagation
algorithm [11,16,17]) on the DBN built for the user. In the following, we discuss the
DBN models.

3.1 The Dynamic Bayesian Network (DBN) Models

Based on his knowledge, the adversary builds a dynamic bayesian network (DBN )
model for each user. A DBN is a probabilistic graphical model. It belongs to a wider
class of probabilistic graphical models known as bayesian networks (BNs). In fact, a
DBN is a BN which is used to model time series, sequential data [16,11].

The DBN of a user u presents a joint distribution over the random variables
R1:T
u , S1:T

u , R̃1:T
u , S̃1:T

u , where R1:T
u , {R1

u, ..., R
T
u }, S1:T

u , {S1
u, ..., S

T
u }, R̃1:T

u ,
{R̃1

u, ..., R̃
T
u } and S̃1:T

u , {S̃1
u, ..., S̃

T
u }. These random variables can be divided into

two categories: (1) Observed variables. These are the variables that are directly ob-

served and whose values are known by the adversary. They include R̃1:T
u and S̃1:T

u ; (2)
Unobserved variables (also called hidden variables). These are the variables that are
not directly observed and whose values are supposed to be inferred from the observed
variables. They include R1:T

u and S1:T
u . The graphical structure of the DBN specifies

all probabilistic dependencies between the hidden variables, between the hidden and
the observed variables and between the observed variables.

The probabilistic dependencies between the hidden and the observed variables
as well as between the observed variables themselves, depend on the obfuscation
approach used by the PPM. Thereby, the DBN of a user in the case where the disjoint
obfuscation approach is used differs from her DBN in the case where the joint approach
is used. However, in both cases the probabilistic dependencies between the hidden
variables remain the same. Thus, in the following we first present a basic DBN for a
user u that encodes only the probabilistic dependencies between the hidden variables.
Then, we present the DBNs of u for the disjoint and the joint obfuscation cases. These
DBN models are made by adding the corresponding observed variables of each case
to the basic DBN.
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<latexit sha1_base64="tAR/NhgDx2zORNY0BWdSV2285cg=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3kw5K0</latexit>

R1
u

<latexit sha1_base64="tAR/NhgDx2zORNY0BWdSV2285cg=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3kw5K0</latexit>

R2
u

<latexit sha1_base64="TqgKjF+Jiz1vauk4gX7h7BHOJZ4=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/RvmSJK1</latexit>

R2
u

<latexit sha1_base64="TqgKjF+Jiz1vauk4gX7h7BHOJZ4=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/RvmSJK1</latexit>

R3
u

<latexit sha1_base64="UZk/4KnTpdPSjDP3Py7RgHUJ1oA=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V0Ve5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA582Stg==</latexit>

R3
u

<latexit sha1_base64="UZk/4KnTpdPSjDP3Py7RgHUJ1oA=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V0Ve5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA582Stg==</latexit>

(b) DBN for the Disjoint Approach

Time slice 1 Time slice 2 Time slice 3 

S1
u

<latexit sha1_base64="lOL/GYxXQl+G1ZPulpGly3K1hnI=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdRfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3mT5K1</latexit>

S1
u

<latexit sha1_base64="lOL/GYxXQl+G1ZPulpGly3K1hnI=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdRfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3mT5K1</latexit>

S2
u

<latexit sha1_base64="9if+XzWfhrigosaE9jEOLkC3b0A=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdRfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/Rvn1JK2</latexit>

S2
u

<latexit sha1_base64="9if+XzWfhrigosaE9jEOLkC3b0A=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdRfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/Rvn1JK2</latexit>

S3
u

<latexit sha1_base64="FelojBW7slqXcgL4JGKoCeBhRSM=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V1Fe5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA6VmStw==</latexit>

S3
u

<latexit sha1_base64="FelojBW7slqXcgL4JGKoCeBhRSM=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V1Fe5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA6VmStw==</latexit>

R1
u

<latexit sha1_base64="tAR/NhgDx2zORNY0BWdSV2285cg=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3kw5K0</latexit>

R1
u

<latexit sha1_base64="tAR/NhgDx2zORNY0BWdSV2285cg=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3kw5K0</latexit>

R2
u

<latexit sha1_base64="TqgKjF+Jiz1vauk4gX7h7BHOJZ4=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/RvmSJK1</latexit>

R2
u

<latexit sha1_base64="TqgKjF+Jiz1vauk4gX7h7BHOJZ4=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/RvmSJK1</latexit>

R3
u

<latexit sha1_base64="UZk/4KnTpdPSjDP3Py7RgHUJ1oA=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V0Ve5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA582Stg==</latexit>

R3
u

<latexit sha1_base64="UZk/4KnTpdPSjDP3Py7RgHUJ1oA=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V0Ve5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA582Stg==</latexit>

eS1
u

<latexit sha1_base64="mr/Ev0L5EJrPFbmqvHrPmvu9EiM=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWIQtDDsxsJUErDRLqJ5QLIus7M3yZDZBzOzShgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57/IRRIW37y8gtLOaXlgsrxdW19Y1Nc2u7KeKUE2iQmMW87WMBjEbQkFQyaCcccOgzaPnD87HfugMuaBzdyFECboj7Ee1RgqWWPHO3e08DkJQFoK4zT6XZrXIyzyzZZXsC6y9xZqRUO6p+5M+O/bpnfnaDmKQhRJIwLETHsRPpKswlJQyyYjcVkGAyxH3oaBrhEISrJudn1oFWAqsXc12RtCbqzwmFQyFGoa87QywHYt4bi/95nVT2qq6iUZJKiMh0US9lloytcRZWQDkQyUaaYMKpvtUiA8wxkTqxog7BmX/5L2lWys5JuXLllGqXaIoC2kP76BA56BTV0AWqowYiSKFH9IxejAfjyXg13qatOWM2s4N+wXj/Bg6EmG0=</latexit>

eS1
u

<latexit sha1_base64="mr/Ev0L5EJrPFbmqvHrPmvu9EiM=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWIQtDDsxsJUErDRLqJ5QLIus7M3yZDZBzOzShgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57/IRRIW37y8gtLOaXlgsrxdW19Y1Nc2u7KeKUE2iQmMW87WMBjEbQkFQyaCcccOgzaPnD87HfugMuaBzdyFECboj7Ee1RgqWWPHO3e08DkJQFoK4zT6XZrXIyzyzZZXsC6y9xZqRUO6p+5M+O/bpnfnaDmKQhRJIwLETHsRPpKswlJQyyYjcVkGAyxH3oaBrhEISrJudn1oFWAqsXc12RtCbqzwmFQyFGoa87QywHYt4bi/95nVT2qq6iUZJKiMh0US9lloytcRZWQDkQyUaaYMKpvtUiA8wxkTqxog7BmX/5L2lWys5JuXLllGqXaIoC2kP76BA56BTV0AWqowYiSKFH9IxejAfjyXg13qatOWM2s4N+wXj/Bg6EmG0=</latexit>

eS2
u

<latexit sha1_base64="3eOi89Cuew4ub9OteepubQcuGDY=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWAQtDDsxsJUErDRLqJ5QLIus7M3yZDZBzOzSlgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57vJgzqSzry8gtLOaXlgsrxdW19Y1Nc2u7KaNEUGjQiEei7REJnIXQUExxaMcCSOBxaHnD87HfugMhWRTeqFEMTkD6IesxSpSWXHO3e898UIz7kF5nbppkt2klc82SVbYmwH+JPSOl2lH1I3927NVd87PrRzQJIFSUEyk7thUrJyVCMcohK3YTCTGhQ9KHjqYhCUA66eT8DB9oxce9SOgKFZ6oPydSEkg5CjzdGRA1kPPeWPzP6ySqV3VSFsaJgpBOF/USjlWEx1lgnwmgio80IVQwfSumAyIIVTqxog7Bnn/5L2lWyvZJuXJll2qXaIoC2kP76BDZ6BTV0AWqowaiKEWP6Bm9GA/Gk/FqvE1bc8ZsZgf9gvH+DRAJmG4=</latexit>

eS2
u

<latexit sha1_base64="3eOi89Cuew4ub9OteepubQcuGDY=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWAQtDDsxsJUErDRLqJ5QLIus7M3yZDZBzOzSlgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57vJgzqSzry8gtLOaXlgsrxdW19Y1Nc2u7KaNEUGjQiEei7REJnIXQUExxaMcCSOBxaHnD87HfugMhWRTeqFEMTkD6IesxSpSWXHO3e898UIz7kF5nbppkt2klc82SVbYmwH+JPSOl2lH1I3927NVd87PrRzQJIFSUEyk7thUrJyVCMcohK3YTCTGhQ9KHjqYhCUA66eT8DB9oxce9SOgKFZ6oPydSEkg5CjzdGRA1kPPeWPzP6ySqV3VSFsaJgpBOF/USjlWEx1lgnwmgio80IVQwfSumAyIIVTqxog7Bnn/5L2lWyvZJuXJll2qXaIoC2kP76BDZ6BTV0AWqowaiKEWP6Bm9GA/Gk/FqvE1bc8ZsZgf9gvH+DRAJmG4=</latexit>

eS3
u

<latexit sha1_base64="21W1w9jgui7//vzzq/30d3WCkF0=">AAAB/nicbVDLSsNAFJ1Uq7W+ouLKTbAIurAk7cKupOBGdxXtA9oYJpObdujkwcxEKSHgr7hxoYhbl36DO//G6WOhrQcuHM65l3vvcWNGhTTNby23tJxfWS2sFdc3Nre29Z3dlogSTqBJIhbxjosFMBpCU1LJoBNzwIHLoO0OL8Z++x64oFF4K0cx2AHuh9SnBEslOfp+74F6ICnzIL3JnDTJ7tJq5ugls2xOYCwSa0ZK9ZPaZ/781G04+lfPi0gSQCgJw0J0LTOWdoq5pIRBVuwlAmJMhrgPXUVDHICw08n5mXGkFM/wI64qlMZE/T2R4kCIUeCqzgDLgZj3xuJ/XjeRfs1OaRgnEkIyXeQnzJCRMc7C8CgHItlIEUw4VbcaZIA5JlIlVlQhWPMvL5JWpWxVy5Vrq1S/QlMU0AE6RMfIQmeoji5RAzURQSl6Qi/oVXvUnrU37X3amtNmM3voD7SPHxGOmG8=</latexit>

eS3
u

<latexit sha1_base64="21W1w9jgui7//vzzq/30d3WCkF0=">AAAB/nicbVDLSsNAFJ1Uq7W+ouLKTbAIurAk7cKupOBGdxXtA9oYJpObdujkwcxEKSHgr7hxoYhbl36DO//G6WOhrQcuHM65l3vvcWNGhTTNby23tJxfWS2sFdc3Nre29Z3dlogSTqBJIhbxjosFMBpCU1LJoBNzwIHLoO0OL8Z++x64oFF4K0cx2AHuh9SnBEslOfp+74F6ICnzIL3JnDTJ7tJq5ugls2xOYCwSa0ZK9ZPaZ/781G04+lfPi0gSQCgJw0J0LTOWdoq5pIRBVuwlAmJMhrgPXUVDHICw08n5mXGkFM/wI64qlMZE/T2R4kCIUeCqzgDLgZj3xuJ/XjeRfs1OaRgnEkIyXeQnzJCRMc7C8CgHItlIEUw4VbcaZIA5JlIlVlQhWPMvL5JWpWxVy5Vrq1S/QlMU0AE6RMfIQmeoji5RAzURQSl6Qi/oVXvUnrU37X3amtNmM3voD7SPHxGOmG8=</latexit>

eR1
u

<latexit sha1_base64="NFCf23urMo/MJtySal35L+o2A8E=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWIQtDDsxsJUErDRLop5QLIus7M3yZDZBzOzShgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57/IRRIW37y8gtLOaXlgsrxdW19Y1Nc2u7KeKUE2iQmMW87WMBjEbQkFQyaCcccOgzaPnD87HfugMuaBzdyFECboj7Ee1RgqWWPHO3e08DkJQFoK4zT6XZrXIyzyzZZXsC6y9xZqRUO6p+5M+O/bpnfnaDmKQhRJIwLETHsRPpKswlJQyyYjcVkGAyxH3oaBrhEISrJudn1oFWAqsXc12RtCbqzwmFQyFGoa87QywHYt4bi/95nVT2qq6iUZJKiMh0US9lloytcRZWQDkQyUaaYMKpvtUiA8wxkTqxog7BmX/5L2lWys5JuXLllGqXaIoC2kP76BA56BTV0AWqowYiSKFH9IxejAfjyXg13qatOWM2s4N+wXj/Bgz3mGw=</latexit>

eR1
u

<latexit sha1_base64="NFCf23urMo/MJtySal35L+o2A8E=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWIQtDDsxsJUErDRLop5QLIus7M3yZDZBzOzShgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57/IRRIW37y8gtLOaXlgsrxdW19Y1Nc2u7KeKUE2iQmMW87WMBjEbQkFQyaCcccOgzaPnD87HfugMuaBzdyFECboj7Ee1RgqWWPHO3e08DkJQFoK4zT6XZrXIyzyzZZXsC6y9xZqRUO6p+5M+O/bpnfnaDmKQhRJIwLETHsRPpKswlJQyyYjcVkGAyxH3oaBrhEISrJudn1oFWAqsXc12RtCbqzwmFQyFGoa87QywHYt4bi/95nVT2qq6iUZJKiMh0US9lloytcRZWQDkQyUaaYMKpvtUiA8wxkTqxog7BmX/5L2lWys5JuXLllGqXaIoC2kP76BA56BTV0AWqowYiSKFH9IxejAfjyXg13qatOWM2s4N+wXj/Bgz3mGw=</latexit>

eR2
u

<latexit sha1_base64="L8lYTKERal/JcEe8MclvJJR8Kso=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWAQtDDsxsJUErDRLop5QLIus7M3yZDZBzOzSlgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57vJgzqSzry8gtLOaXlgsrxdW19Y1Nc2u7KaNEUGjQiEei7REJnIXQUExxaMcCSOBxaHnD87HfugMhWRTeqFEMTkD6IesxSpSWXHO3e898UIz7kF5nbppkt2klc82SVbYmwH+JPSOl2lH1I3927NVd87PrRzQJIFSUEyk7thUrJyVCMcohK3YTCTGhQ9KHjqYhCUA66eT8DB9oxce9SOgKFZ6oPydSEkg5CjzdGRA1kPPeWPzP6ySqV3VSFsaJgpBOF/USjlWEx1lgnwmgio80IVQwfSumAyIIVTqxog7Bnn/5L2lWyvZJuXJll2qXaIoC2kP76BDZ6BTV0AWqowaiKEWP6Bm9GA/Gk/FqvE1bc8ZsZgf9gvH+DQ58mG0=</latexit>

eR2
u

<latexit sha1_base64="L8lYTKERal/JcEe8MclvJJR8Kso=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWAQtDDsxsJUErDRLop5QLIus7M3yZDZBzOzSlgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57vJgzqSzry8gtLOaXlgsrxdW19Y1Nc2u7KaNEUGjQiEei7REJnIXQUExxaMcCSOBxaHnD87HfugMhWRTeqFEMTkD6IesxSpSWXHO3e898UIz7kF5nbppkt2klc82SVbYmwH+JPSOl2lH1I3927NVd87PrRzQJIFSUEyk7thUrJyVCMcohK3YTCTGhQ9KHjqYhCUA66eT8DB9oxce9SOgKFZ6oPydSEkg5CjzdGRA1kPPeWPzP6ySqV3VSFsaJgpBOF/USjlWEx1lgnwmgio80IVQwfSumAyIIVTqxog7Bnn/5L2lWyvZJuXJll2qXaIoC2kP76BDZ6BTV0AWqowaiKEWP6Bm9GA/Gk/FqvE1bc8ZsZgf9gvH+DQ58mG0=</latexit>

eR3
u

<latexit sha1_base64="WBwigz9FajhFTsXVhJpMG1ex0K8=">AAAB/nicbVDLSsNAFJ1Uq7W+ouLKTbAIurAk7cKupOBGd1XsA9oYJpObdujkwcxEKSHgr7hxoYhbl36DO//G6WOhrQcuHM65l3vvcWNGhTTNby23tJxfWS2sFdc3Nre29Z3dlogSTqBJIhbxjosFMBpCU1LJoBNzwIHLoO0OL8Z++x64oFF4K0cx2AHuh9SnBEslOfp+74F6ICnzIL3JnDTJ7tJq5ugls2xOYCwSa0ZK9ZPaZ/781G04+lfPi0gSQCgJw0J0LTOWdoq5pIRBVuwlAmJMhrgPXUVDHICw08n5mXGkFM/wI64qlMZE/T2R4kCIUeCqzgDLgZj3xuJ/XjeRfs1OaRgnEkIyXeQnzJCRMc7C8CgHItlIEUw4VbcaZIA5JlIlVlQhWPMvL5JWpWxVy5Vrq1S/QlMU0AE6RMfIQmeoji5RAzURQSl6Qi/oVXvUnrU37X3amtNmM3voD7SPHxABmG4=</latexit>

eR3
u

<latexit sha1_base64="WBwigz9FajhFTsXVhJpMG1ex0K8=">AAAB/nicbVDLSsNAFJ1Uq7W+ouLKTbAIurAk7cKupOBGd1XsA9oYJpObdujkwcxEKSHgr7hxoYhbl36DO//G6WOhrQcuHM65l3vvcWNGhTTNby23tJxfWS2sFdc3Nre29Z3dlogSTqBJIhbxjosFMBpCU1LJoBNzwIHLoO0OL8Z++x64oFF4K0cx2AHuh9SnBEslOfp+74F6ICnzIL3JnDTJ7tJq5ugls2xOYCwSa0ZK9ZPaZ/781G04+lfPi0gSQCgJw0J0LTOWdoq5pIRBVuwlAmJMhrgPXUVDHICw08n5mXGkFM/wI64qlMZE/T2R4kCIUeCqzgDLgZj3xuJ/XjeRfs1OaRgnEkIyXeQnzJCRMc7C8CgHItlIEUw4VbcaZIA5JlIlVlQhWPMvL5JWpWxVy5Vrq1S/QlMU0AE6RMfIQmeoji5RAzURQSl6Qi/oVXvUnrU37X3amtNmM3voD7SPHxABmG4=</latexit>

(c) DBN for the Joint Approach

Time slice 1 Time slice 2 Time slice 3 

S1
u

<latexit sha1_base64="lOL/GYxXQl+G1ZPulpGly3K1hnI=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdRfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3mT5K1</latexit>

S1
u

<latexit sha1_base64="lOL/GYxXQl+G1ZPulpGly3K1hnI=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdRfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3mT5K1</latexit>

S2
u

<latexit sha1_base64="9if+XzWfhrigosaE9jEOLkC3b0A=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdRfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/Rvn1JK2</latexit>

S2
u

<latexit sha1_base64="9if+XzWfhrigosaE9jEOLkC3b0A=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdRfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/Rvn1JK2</latexit>

S3
u

<latexit sha1_base64="FelojBW7slqXcgL4JGKoCeBhRSM=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V1Fe5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA6VmStw==</latexit>

S3
u

<latexit sha1_base64="FelojBW7slqXcgL4JGKoCeBhRSM=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V1Fe5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA6VmStw==</latexit>

R1
u

<latexit sha1_base64="tAR/NhgDx2zORNY0BWdSV2285cg=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3kw5K0</latexit>

R1
u

<latexit sha1_base64="tAR/NhgDx2zORNY0BWdSV2285cg=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ide2i0U3ZI7FVoE7weK1ePKR/b8JKh1C5+dXkhiQaUhHGvd9tzI+AlWhhFO03wn1jTCZIQHtG1RYkG1n0wHTtGhdXqoHyr7pEFT93dHgoXWYxHYSoHNUM9nE/O/rB2bfsVPmIxiQyWZfdSPOTIhmmyPekxRYvjYAiaK2VkRGWKFibE3ytsjePMrL0KjXPJOS+Vrr1i9gplysA8HcAQenEEVLqEGdSAg4BGe4cVRzpPz6rzNSjPOT88e/JHz/g3kw5K0</latexit>

R2
u

<latexit sha1_base64="TqgKjF+Jiz1vauk4gX7h7BHOJZ4=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/RvmSJK1</latexit>

R2
u

<latexit sha1_base64="TqgKjF+Jiz1vauk4gX7h7BHOJZ4=">AAAB8HicbZDNTgIxFIXvoCjiH+rSTSMx0YVkBheyMiRudIdGfgyMpFMKNLSdSdsxIZN5CjcuNMatT+EzuPNtLOBCwZM0+XLOvem9N4g408Z1v5zM0nJ2ZTW3ll/f2NzaLuzsNnQYK0LrJOShagVYU84krRtmOG1FimIRcNoMRheTvPlAlWahvDXjiPoCDyTrM4KNte5uukmc3ifltFsouiV3KrQI3g8Uq8eVj+z5SVDrFj47vZDEgkpDONa67bmR8ROsDCOcpvlOrGmEyQgPaNuixIJqP5kOnKJD6/RQP1T2SYOm7u+OBAutxyKwlQKboZ7PJuZ/WTs2/YqfMBnFhkoy+6gfc2RCNNke9ZiixPCxBUwUs7MiMsQKE2NvlLdH8OZXXoRGueSdlsrXXrF6BTPlYB8O4Ag8OIMqXEIN6kBAwCM8w4ujnCfn1XmblWacn549+CPn/RvmSJK1</latexit>

R3
u

<latexit sha1_base64="UZk/4KnTpdPSjDP3Py7RgHUJ1oA=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V0Ve5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA582Stg==</latexit>

R3
u

<latexit sha1_base64="UZk/4KnTpdPSjDP3Py7RgHUJ1oA=">AAAB8HicbZDLSgMxFIbPVKu13qou3QSLoAvLTLuwKym40V0Ve5F2LJk004ZmMkOSEcowT+HGhSJufQqfwZ1vY3pZaOsPgY//P4ecc7yIM6Vt+9vKrKxm19ZzG/nNre2d3cLeflOFsSS0QUIeyraHFeVM0IZmmtN2JCkOPE5b3uhykrceqVQsFHd6HFE3wAPBfEawNtb9bS+J04ekkvYKRbtkT4WWwZlDsXZa/cxenHn1XuGr2w9JHFChCcdKdRw70m6CpWaE0zTfjRWNMBnhAe0YFDigyk2mA6fo2Dh95IfSPKHR1P3dkeBAqXHgmcoA66FazCbmf1kn1n7VTZiIYk0FmX3kxxzpEE22R30mKdF8bAATycysiAyxxESbG+XNEZzFlZehWS45lVL5xinWrmGmHBzCEZyAA+dQgyuoQwMIBPAEL/BqSevZerPeZ6UZa95zAH9kffwA582Stg==</latexit>

eS1
u

<latexit sha1_base64="mr/Ev0L5EJrPFbmqvHrPmvu9EiM=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWIQtDDsxsJUErDRLqJ5QLIus7M3yZDZBzOzShgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57/IRRIW37y8gtLOaXlgsrxdW19Y1Nc2u7KeKUE2iQmMW87WMBjEbQkFQyaCcccOgzaPnD87HfugMuaBzdyFECboj7Ee1RgqWWPHO3e08DkJQFoK4zT6XZrXIyzyzZZXsC6y9xZqRUO6p+5M+O/bpnfnaDmKQhRJIwLETHsRPpKswlJQyyYjcVkGAyxH3oaBrhEISrJudn1oFWAqsXc12RtCbqzwmFQyFGoa87QywHYt4bi/95nVT2qq6iUZJKiMh0US9lloytcRZWQDkQyUaaYMKpvtUiA8wxkTqxog7BmX/5L2lWys5JuXLllGqXaIoC2kP76BA56BTV0AWqowYiSKFH9IxejAfjyXg13qatOWM2s4N+wXj/Bg6EmG0=</latexit>

eS1
u

<latexit sha1_base64="mr/Ev0L5EJrPFbmqvHrPmvu9EiM=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWIQtDDsxsJUErDRLqJ5QLIus7M3yZDZBzOzShgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57/IRRIW37y8gtLOaXlgsrxdW19Y1Nc2u7KeKUE2iQmMW87WMBjEbQkFQyaCcccOgzaPnD87HfugMuaBzdyFECboj7Ee1RgqWWPHO3e08DkJQFoK4zT6XZrXIyzyzZZXsC6y9xZqRUO6p+5M+O/bpnfnaDmKQhRJIwLETHsRPpKswlJQyyYjcVkGAyxH3oaBrhEISrJudn1oFWAqsXc12RtCbqzwmFQyFGoa87QywHYt4bi/95nVT2qq6iUZJKiMh0US9lloytcRZWQDkQyUaaYMKpvtUiA8wxkTqxog7BmX/5L2lWys5JuXLllGqXaIoC2kP76BA56BTV0AWqowYiSKFH9IxejAfjyXg13qatOWM2s4N+wXj/Bg6EmG0=</latexit>

eS2
u

<latexit sha1_base64="3eOi89Cuew4ub9OteepubQcuGDY=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWAQtDDsxsJUErDRLqJ5QLIus7M3yZDZBzOzSlgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57vJgzqSzry8gtLOaXlgsrxdW19Y1Nc2u7KaNEUGjQiEei7REJnIXQUExxaMcCSOBxaHnD87HfugMhWRTeqFEMTkD6IesxSpSWXHO3e898UIz7kF5nbppkt2klc82SVbYmwH+JPSOl2lH1I3927NVd87PrRzQJIFSUEyk7thUrJyVCMcohK3YTCTGhQ9KHjqYhCUA66eT8DB9oxce9SOgKFZ6oPydSEkg5CjzdGRA1kPPeWPzP6ySqV3VSFsaJgpBOF/USjlWEx1lgnwmgio80IVQwfSumAyIIVTqxog7Bnn/5L2lWyvZJuXJll2qXaIoC2kP76BDZ6BTV0AWqowaiKEWP6Bm9GA/Gk/FqvE1bc8ZsZgf9gvH+DRAJmG4=</latexit>

eS2
u

<latexit sha1_base64="3eOi89Cuew4ub9OteepubQcuGDY=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWAQtDDsxsJUErDRLqJ5QLIus7M3yZDZBzOzSlgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57vJgzqSzry8gtLOaXlgsrxdW19Y1Nc2u7KaNEUGjQiEei7REJnIXQUExxaMcCSOBxaHnD87HfugMhWRTeqFEMTkD6IesxSpSWXHO3e898UIz7kF5nbppkt2klc82SVbYmwH+JPSOl2lH1I3927NVd87PrRzQJIFSUEyk7thUrJyVCMcohK3YTCTGhQ9KHjqYhCUA66eT8DB9oxce9SOgKFZ6oPydSEkg5CjzdGRA1kPPeWPzP6ySqV3VSFsaJgpBOF/USjlWEx1lgnwmgio80IVQwfSumAyIIVTqxog7Bnn/5L2lWyvZJuXJll2qXaIoC2kP76BDZ6BTV0AWqowaiKEWP6Bm9GA/Gk/FqvE1bc8ZsZgf9gvH+DRAJmG4=</latexit>

eS3
u

<latexit sha1_base64="21W1w9jgui7//vzzq/30d3WCkF0=">AAAB/nicbVDLSsNAFJ1Uq7W+ouLKTbAIurAk7cKupOBGdxXtA9oYJpObdujkwcxEKSHgr7hxoYhbl36DO//G6WOhrQcuHM65l3vvcWNGhTTNby23tJxfWS2sFdc3Nre29Z3dlogSTqBJIhbxjosFMBpCU1LJoBNzwIHLoO0OL8Z++x64oFF4K0cx2AHuh9SnBEslOfp+74F6ICnzIL3JnDTJ7tJq5ugls2xOYCwSa0ZK9ZPaZ/781G04+lfPi0gSQCgJw0J0LTOWdoq5pIRBVuwlAmJMhrgPXUVDHICw08n5mXGkFM/wI64qlMZE/T2R4kCIUeCqzgDLgZj3xuJ/XjeRfs1OaRgnEkIyXeQnzJCRMc7C8CgHItlIEUw4VbcaZIA5JlIlVlQhWPMvL5JWpWxVy5Vrq1S/QlMU0AE6RMfIQmeoji5RAzURQSl6Qi/oVXvUnrU37X3amtNmM3voD7SPHxGOmG8=</latexit>

eS3
u

<latexit sha1_base64="21W1w9jgui7//vzzq/30d3WCkF0=">AAAB/nicbVDLSsNAFJ1Uq7W+ouLKTbAIurAk7cKupOBGdxXtA9oYJpObdujkwcxEKSHgr7hxoYhbl36DO//G6WOhrQcuHM65l3vvcWNGhTTNby23tJxfWS2sFdc3Nre29Z3dlogSTqBJIhbxjosFMBpCU1LJoBNzwIHLoO0OL8Z++x64oFF4K0cx2AHuh9SnBEslOfp+74F6ICnzIL3JnDTJ7tJq5ugls2xOYCwSa0ZK9ZPaZ/781G04+lfPi0gSQCgJw0J0LTOWdoq5pIRBVuwlAmJMhrgPXUVDHICw08n5mXGkFM/wI64qlMZE/T2R4kCIUeCqzgDLgZj3xuJ/XjeRfs1OaRgnEkIyXeQnzJCRMc7C8CgHItlIEUw4VbcaZIA5JlIlVlQhWPMvL5JWpWxVy5Vrq1S/QlMU0AE6RMfIQmeoji5RAzURQSl6Qi/oVXvUnrU37X3amtNmM3voD7SPHxGOmG8=</latexit>

eR1
u

<latexit sha1_base64="NFCf23urMo/MJtySal35L+o2A8E=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWIQtDDsxsJUErDRLop5QLIus7M3yZDZBzOzShgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57/IRRIW37y8gtLOaXlgsrxdW19Y1Nc2u7KeKUE2iQmMW87WMBjEbQkFQyaCcccOgzaPnD87HfugMuaBzdyFECboj7Ee1RgqWWPHO3e08DkJQFoK4zT6XZrXIyzyzZZXsC6y9xZqRUO6p+5M+O/bpnfnaDmKQhRJIwLETHsRPpKswlJQyyYjcVkGAyxH3oaBrhEISrJudn1oFWAqsXc12RtCbqzwmFQyFGoa87QywHYt4bi/95nVT2qq6iUZJKiMh0US9lloytcRZWQDkQyUaaYMKpvtUiA8wxkTqxog7BmX/5L2lWys5JuXLllGqXaIoC2kP76BA56BTV0AWqowYiSKFH9IxejAfjyXg13qatOWM2s4N+wXj/Bgz3mGw=</latexit>

eR1
u

<latexit sha1_base64="NFCf23urMo/MJtySal35L+o2A8E=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWIQtDDsxsJUErDRLop5QLIus7M3yZDZBzOzShgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57/IRRIW37y8gtLOaXlgsrxdW19Y1Nc2u7KeKUE2iQmMW87WMBjEbQkFQyaCcccOgzaPnD87HfugMuaBzdyFECboj7Ee1RgqWWPHO3e08DkJQFoK4zT6XZrXIyzyzZZXsC6y9xZqRUO6p+5M+O/bpnfnaDmKQhRJIwLETHsRPpKswlJQyyYjcVkGAyxH3oaBrhEISrJudn1oFWAqsXc12RtCbqzwmFQyFGoa87QywHYt4bi/95nVT2qq6iUZJKiMh0US9lloytcRZWQDkQyUaaYMKpvtUiA8wxkTqxog7BmX/5L2lWys5JuXLllGqXaIoC2kP76BA56BTV0AWqowYiSKFH9IxejAfjyXg13qatOWM2s4N+wXj/Bgz3mGw=</latexit>

eR2
u

<latexit sha1_base64="L8lYTKERal/JcEe8MclvJJR8Kso=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWAQtDDsxsJUErDRLop5QLIus7M3yZDZBzOzSlgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57vJgzqSzry8gtLOaXlgsrxdW19Y1Nc2u7KaNEUGjQiEei7REJnIXQUExxaMcCSOBxaHnD87HfugMhWRTeqFEMTkD6IesxSpSWXHO3e898UIz7kF5nbppkt2klc82SVbYmwH+JPSOl2lH1I3927NVd87PrRzQJIFSUEyk7thUrJyVCMcohK3YTCTGhQ9KHjqYhCUA66eT8DB9oxce9SOgKFZ6oPydSEkg5CjzdGRA1kPPeWPzP6ySqV3VSFsaJgpBOF/USjlWEx1lgnwmgio80IVQwfSumAyIIVTqxog7Bnn/5L2lWyvZJuXJll2qXaIoC2kP76BDZ6BTV0AWqowaiKEWP6Bm9GA/Gk/FqvE1bc8ZsZgf9gvH+DQ58mG0=</latexit>

eR2
u

<latexit sha1_base64="L8lYTKERal/JcEe8MclvJJR8Kso=">AAAB/nicbVC7SgNBFJ2NRmN8rYqVzWAQtDDsxsJUErDRLop5QLIus7M3yZDZBzOzSlgW/BUbC0VsLf0GO//GyaPQ6IELh3Pu5d57vJgzqSzry8gtLOaXlgsrxdW19Y1Nc2u7KaNEUGjQiEei7REJnIXQUExxaMcCSOBxaHnD87HfugMhWRTeqFEMTkD6IesxSpSWXHO3e898UIz7kF5nbppkt2klc82SVbYmwH+JPSOl2lH1I3927NVd87PrRzQJIFSUEyk7thUrJyVCMcohK3YTCTGhQ9KHjqYhCUA66eT8DB9oxce9SOgKFZ6oPydSEkg5CjzdGRA1kPPeWPzP6ySqV3VSFsaJgpBOF/USjlWEx1lgnwmgio80IVQwfSumAyIIVTqxog7Bnn/5L2lWyvZJuXJll2qXaIoC2kP76BDZ6BTV0AWqowaiKEWP6Bm9GA/Gk/FqvE1bc8ZsZgf9gvH+DQ58mG0=</latexit>

eR3
u

<latexit sha1_base64="WBwigz9FajhFTsXVhJpMG1ex0K8=">AAAB/nicbVDLSsNAFJ1Uq7W+ouLKTbAIurAk7cKupOBGd1XsA9oYJpObdujkwcxEKSHgr7hxoYhbl36DO//G6WOhrQcuHM65l3vvcWNGhTTNby23tJxfWS2sFdc3Nre29Z3dlogSTqBJIhbxjosFMBpCU1LJoBNzwIHLoO0OL8Z++x64oFF4K0cx2AHuh9SnBEslOfp+74F6ICnzIL3JnDTJ7tJq5ugls2xOYCwSa0ZK9ZPaZ/781G04+lfPi0gSQCgJw0J0LTOWdoq5pIRBVuwlAmJMhrgPXUVDHICw08n5mXGkFM/wI64qlMZE/T2R4kCIUeCqzgDLgZj3xuJ/XjeRfs1OaRgnEkIyXeQnzJCRMc7C8CgHItlIEUw4VbcaZIA5JlIlVlQhWPMvL5JWpWxVy5Vrq1S/QlMU0AE6RMfIQmeoji5RAzURQSl6Qi/oVXvUnrU37X3amtNmM3voD7SPHxABmG4=</latexit>

eR3
u

<latexit sha1_base64="WBwigz9FajhFTsXVhJpMG1ex0K8=">AAAB/nicbVDLSsNAFJ1Uq7W+ouLKTbAIurAk7cKupOBGd1XsA9oYJpObdujkwcxEKSHgr7hxoYhbl36DO//G6WOhrQcuHM65l3vvcWNGhTTNby23tJxfWS2sFdc3Nre29Z3dlogSTqBJIhbxjosFMBpCU1LJoBNzwIHLoO0OL8Z++x64oFF4K0cx2AHuh9SnBEslOfp+74F6ICnzIL3JnDTJ7tJq5ugls2xOYCwSa0ZK9ZPaZ/781G04+lfPi0gSQCgJw0J0LTOWdoq5pIRBVuwlAmJMhrgPXUVDHICw08n5mXGkFM/wI64qlMZE/T2R4kCIUeCqzgDLgZj3xuJ/XjeRfs1OaRgnEkIyXeQnzJCRMc7C8CgHItlIEUw4VbcaZIA5JlIlVlQhWPMvL5JWpWxVy5Vrq1S/QlMU0AE6RMfIQmeoji5RAzURQSl6Qi/oVXvUnrU37X3amtNmM3voD7SPHxABmG4=</latexit>

Fig. 3: The Dynamic Bayesian Network (DBN) Models.

3.1.1 The Basic DBN

This model encodes the probabilistic dependencies between the hidden variables asso-
ciated to user u, namely R1:T

u , S1:T
u (see Fig. 3.a). The basic DBN models the mobility

of u. The adversary builds this model based on the following assumption on user mo-
bility: to move to the next location, a user first decides on the type (i.e., semantic tag)
of the next location based on the type (i.e., semantic tag) of her current location [1].
Once the next location type is decided, the user can choose her next (geographical)
location based on her current (geographical) location and the next location type [1].
For instance, a user is in a restaurant and decides to go to the movies, as she usually
does after going to a restaurant. Thus, considering her current geographical location,
she chooses the movie theater that is most convenient to her (e.g., the closest movie
theater to the restaurant) [1].

Let us take a closer look at the model. Since a DBN is a type of bayesian network
(BN), the model exhibits the general properties of BNs. More precisely, it is a directed
acyclic graph in which nodes represent random variables and the edges represent
conditional dependencies between variables. In addition, each node has a conditional
probability distribution (CPD) associated to it, which is the CPD of the variable
represented by the node, given the parent variables of the node (by parent variables
of a node, we mean the variables that are represented by the parent nodes of that
node in the graph) [14]. For instance, in each time slice t of Fig. 3.a, to represent
the fact that Stu depends on St−1u , an edge connects the corresponding nodes and
the associated CPD is Pr

(
Stu
∣∣ St−1u

)
. The model has also some properties that are

specific to DBNs. Firstly, it has a structure which is repeated over time. Secondly,
the model is first order Markovian, i.e., the random variables in each time slice t are
independent of all random variables from time slices 1 to t − 2, given the random
variables in time slice t−1. Finally, the model is time-invariant, i.e., the CPDs of the
model do not change as a function of time. As a consequence of the Markov and the
time-invariance properties of the model, R1:T

u and S1:T
u each form a time-invariant

first order Markov chain.

Parameters. The model is fully specified by the following probability distributions.

• The transition distributions: Pr
(
St
u

∣∣ St−1
u

)
and Pr

(
Rt

u

∣∣ St
u, R

t−1
u

)
. These

are the CPDs that define the transition between any two consecutive time slices
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t− 1 and t in the model. According to [1], the distribution Pr
(
Rtu

∣∣ Stu, Rt−1u

)
can

be computed as follows:

Pr
(
Rtu = r

∣∣ Stu = s,Rt−1u = r′
)

=





0, if NVs(r) = 0

α
Pr
(
Rtu = r

∣∣ Rt−1u = r′
)

∑
ρ∈E

Pr
(
Rtu = ρ

∣∣ Rt−1u = r′
) otherwise

+(1− α) · Pr
(
Rtu = r

∣∣ Stu = s
)
,

(6)

where E = {ρ ∈ R : NVs(ρ) > 0} and α is a real-valued parameter that is used
to set the weight of each term in the equation. The distributions Pr

(
Stu
∣∣ St−1u

)

and Pr
(
Rtu

∣∣ Rt−1u

)
can be learned from the prior traces by applying maximum

likelihood estimation (if the traces are complete) or by using algorithms such as
Gibbs sampling (if the traces have missing locations or if they are noisy) [23,20,6].
The distribution Pr

(
Rtu

∣∣ Stu
)

can also be learned from the prior traces. More

precisely, Pr
(
Rtu = r

∣∣ Stu = s
)

can be estimated by counting in the user’s prior
traces, the number of visits to a region r given the semantic tag s [1]. Note that
in the experimental evaluation in [1], Ağir et al. set α = 0.5 to accord the same
importance to both terms of the equation. In this paper, we also set α = 0.5 for
the experimental evaluation.

• The initial state distributions: Pr
(
R1

u

∣∣ S1
u

)
and Pr

(
S1
u). These are the dis-

tributions associated to the nodes of the first time slice of the model. For the esti-
mation of Pr

(
R1
u

∣∣ S1
u

)
, we refer the reader to the previous point, where we discuss

the estimation of Pr
(
Rtu
∣∣ Stu

)
from the prior traces (recall that the model is time-

invariant). Moreover, we assume that Pr
(
S1
u) is equal to the stationary distribution

of the Markov chain S1:T
u . Accordingly, it can be found based on Pr

(
Stu
∣∣ St−1u

)
,

which is the transition distribution of the chain. We refer the reader to the previous
point where we discuss the estimation of Pr

(
Stu
∣∣ St−1u

)
from the prior traces.

3.1.2 The DBNs for the Obfuscation Approaches

Fig. 3.b depicts the DBN built for user u in the case where the PPM uses the disjoint
obfuscation approach. Also, Fig. 3.c depicts the DBN built for user u in the case where
the PPM uses the joint obfuscation approach. Each of these DBNs is made by adding
the observed variables R̃1:T

u and S̃1:T
u to the basic DBN, where the observed variables

correspond to the obfuscation approach used by the PPM. Note that in the DBN
model built for the joint approach, to represent the fact that in the joint obfuscation,
R̃tu depends also on S̃tu, an edge connects the corresponding nodes in each time slice
t of the model (See Fig. 3.c).

Parameters. Each of these models is fully specified by the parameters of the basic
DBN plus the observation distributions. The observation distributions of a model are
the CPDs that define the probabilistic dependencies between the hidden and the
observed variables in any time slice t in that model. The observation distributions
of a model are defined based on the obfuscation approach used by the PPM. So, we
have:



10 B. Bostanipour et al.

• The observation distributions for the disjoint obfuscation case:
Pr
(
S̃t
u

∣∣ St
u

)
and Pr

(
R̃t

u

∣∣ Rt
u

)
. These are in fact the obfuscation functions of

the PPM in the disjoint obfuscation approach (see Eqs. 1 and 2), and hence known
by the adversary.

• The observation distributions for the joint obfuscation case: Pr
(
S̃t
u

∣∣ St
u

)

and Pr
(
R̃t

u

∣∣ Rt
u, S̃

t
u

)
. These are in fact the obfuscation functions of the PPM in

the joint obfuscation approach (see Eqs. 3 and 4), and hence known by the adver-
sary.

4 Location Privacy Metric

The location privacy of a user u a time t is measured by the expected error of the
adversary when performing the location-inference attack [23]. The expected error of
the adversary is computed as:

∑

r∈R
Pr
(
Rtu = r

∣∣ r̃1:Tu , s̃1:Tu
)
· dloc(r, rtu) (7)

where Pr
(
Rtu = r

∣∣ r̃1:Tu , s̃1:Tu
)

over set R, is the output of the location-inference
attack defined in Section 2 and dloc(·,·) denotes a distance function on the set R of
regions. Here, we assume that dloc(·,·) is the Haversine distance between the centers
of the two regions [14].

5 Experimental Evaluation

Using a dataset of real-world user mobility traces, we perform an experimental evalu-
ation to compare the performance of the joint approach with the performance of the
disjoint approach in terms of location privacy protection. We also study the impact of
different obfuscation parameters on the performance of these approaches. More pre-
cisely, we first obfuscate the user traces under the disjoint and the joint approaches
using different combinations of the obfuscation parameters. Then, we perform the
location-inference attack on the obfuscated traces and measure the location privacy
of users in both approaches based on the results of the attack.

5.1 Evaluation Setup

In this section, we describe the evaluation’s setup.

5.1.1 Dataset and Space Discretization

We use the dataset that is introduced and described in [1]. It comprises the semantically-
annotated location traces of Foursquare check-ins of 1065 users distributed across six
large cities in North America and Europe [1]. The location information in the traces
is presented as GPS coordinates. The dataset also contains a snapshot of Foursquare
category tree at the time of data collection [1].

Regarding the space discretization, we use the same space discretization described
in [1]. More precisely, within each city in the dataset, a geographical area of size ∼
2.4 km × 1.6 km that contains the largest number of check-ins is selected. Then,
each selected area is partitioned into 96 locations (cells) by using a 12 × 8 regular
square grid. Each grid cell has a unique ID. Once the partitioning is done, the GPS



Joint Obfuscation for Privacy Protection in Location-Based Social Networks 11

coordinates in user traces are mapped to the location, that is, the grid cell, they fall
into. Moreover, for each grid cell, the Foursquare semantic tags of the venues that
are located in that cell are identified and stored in an associative array. Thus, the
associative array contains the key-value pairs, where in each pair the key is a grid cell
ID and the value is the set of the semantic tags of the venues located in that cell.

5.1.2 Obfuscation

In the following, we first introduce the obfuscation algorithms used in our evaluation.
We then describe the process of building the obfuscated traces from the real traces
using these algorithms. In practice, these algorithms are implemented in Python.

Semantic Tag Obfuscation Algorithm. The semantic tag obfuscation in both
disjoint and joint obfuscation approaches is performed by the semantic tag obfuscation
algorithm described as below. The algorithm gets as input a set S of semantic tags
that form a semantic tag tree, a semantic tag s in S and a semantic tag obfuscation
level osem. It returns as output a pseudo-semantic tag s̃, where s̃ is the ancestor of
s that is osem level(s) above s in the semantic tag tree. In the case where the depth
of semantic tag s in the semantic tag tree is smaller than osem, the algorithm returns
the root of the semantic tag tree as s̃.

Location Obfuscation Algorithm. The location obfuscation in both disjoint and
joint obfuscation approaches is performed by the location obfuscation algorithm. The
algorithm takes as input a grid that we call the main grid for the sake of precision, a
cell r of the main grid, a location obfuscation level oloc and an obfuscation approach.
In the case of joint obfuscation, in addition to what has been described, the following
inputs should also be provided: the semantic tag tree that is used as input by the
semantic tag obfuscation algorithm, the pseudo-semantic tag s̃ that is output by the
semantic tag obfuscation algorithm and an associative array that contains key-value
pairs where in each pair the key is a main grid cell ID and the value is the set of the
semantic tags of the venues located in that cell. The algorithm returns as output a
cloaking area r̃ for r.

The main idea behind the algorithm is to first find a set of potential cloaking areas
for r and then based on the obfuscation approach, select an area among the potential
cloaking areas and return it as r̃. The algorithm finds the potential cloaking areas
by building a set of cloaking grids. A cloaking grid is an alternative tessellation for
the same surface presented by the main grid. It has two properties: (1) each cell of a
clocking grid is made of oloc distinct cells of the main grid; (2) the number of rows
and the number of columns of a cloaking grid are factors of the number of rows and
the number of columns of the main grid, respectively. Each cloaking grid can be used
to find a potential cloaking area for r. More precisely, the cell of a cloaking grid that
contains r, is a potential clocking area for r and can be added to the set of potential
cloaking areas.

Once the potential cloaking areas are found, an area among them is selected
and returned as r̃. The selection is made based on the obfuscation approach. More
precisely, in the case of the disjoint obfuscation, the algorithm selects an area uni-
formly at random among the potential cloaking areas and returns it as r̃. In the case
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of the joint obfuscation, the algorithm first looks for the areas with the maximum
NCRs̃ value among the potential cloaking areas. The results are then stored in the
set CAsWithMaxNCR. If only one area with the maximum NCRs̃ value is found
(i.e., |CAsWithMaxNCR| = 1), the algorithm returns it as r̃. Otherwise, the algo-
rithm looks for the areas with the maximum SumNCVs̃ value among the elements of
CAsWithMaxNCR. The results are then stored in the set CAsWithMaxSumNCV. Note
that the SumNCVs̃ of an area is in fact the sum of NCVs̃ values over all the main grid
cells in that area. If only one area with the maximum SumNCVs̃ value is found (i.e.,
|CAsWithMaxSumNCV| = 1), the algorithm returns it as r̃. Otherwise, the algorithm
selects an area uniformly at random among the elements of CAsWithMaxSumNCV
and returns it as r̃.

Note that, selecting the area with the maximum SumNCVs̃ value among the areas
with the maximum NCRs̃ value is an additional mechanism that we use to enhance
the resistance of the joint obfuscation against the privacy attacks. Intuitively, by
selecting the clocking area with the maximum NCRs̃ value (i.e., the area with the
maximum number of semantically compatible locations), we decrease the number of
locations that can be filtered out by the adversary from the cloaking area and by
selecting the cloaking area with the maximum SumNCVs̃ value (i.e., the area with
the maximum number of semantically compatible venues), we increase the number
of locations and semantic tags that can be guessed by the adversary as the actual
location and semantic tag.

Building the Obfuscated Traces. For each city in the dataset, we choose the
location traces and the semantic tag traces of 20 randomly chosen users. These traces
are then obfuscated under the disjoint and the joint obfuscation approaches using the
obfuscation algorithms. To better capture the fact that the users do not share their
locations and their corresponding semantic tags all the time on LBSNs, we apply the
obfuscation algorithms with an additional hiding process. Thus, we assume that at
each time instant in the observation interval, both the user’s location and its semantic
tag can be hidden from the LBSN with the hiding probability λ or shared on the
LBSN (and accordingly obfuscated by the algorithms under the disjoint and the joint
approaches) with the probability 1−λ. The hidden locations and the hidden semantic
tags are appeared in the obfuscated traces as hidden, denoted by r⊥ and s⊥ symbols,
respectively. To build the obfuscated traces for each approach, we use all combinations
of the following parameters: the location obfuscation level (oloc), the semantic tag
obfuscation level (osem) and the hiding probability (λ), where oloc ∈ {1, 2, 4, 8, 16}
and osem ∈ {0, 1, 2} and λ ∈ {0, 0.2, 0.4, 0.6, 0.8}. Note that, in what follows, we use
the term the obfuscation parameters to refer to these parameters.

5.1.3 Attack and Privacy Evaluation

We implement the DBN models in Python by using the pomegranate package [19]
and the Bayesian Belief Networks library [3]. For the attack, we apply the loopy
belief propagation inference algorithm [17]. We perform the attack for the observation
interval of length 3. We then use the metric defined in Section 4 to measure the location
privacy of the users.
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(a) For Different oloc
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Fig. 4: Location privacy results.
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Fig. 5: loc-priv-ratio for different values of the obfuscation parameters.

5.2 Experimental Results

In this section we present the results for different values of the obfuscation parameters.
In this way, we can compare the performance of the two obfuscation approaches in
terms of location privacy under different values of these parameters and also show
how changing these parameters can affect the performance of the approaches. Note
that in addition to the location privacy metric presented in Section 4, to discuss the
results, we use the following additional metric:

• Ratio of the location privacy means (denoted by loc-priv-ratio). This is the
ratio of the location privacy mean obtained for the joint approach to the location
privacy mean obtained for the disjoint approach.

The evaluation results are depicted by Fig. 4 and Fig. 5. More precisely, Fig. 4
represents the location privacy results in the form of boxplots (i.e., first quartile, me-
dian, third quartile and outliers). Note that the location privacy in Fig. 4 is expressed
in kilometres. Also, Fig. 5 represents the ratios of the location privacy means in the
form of scatterplots. Each figure has three subfigures (a), (b) and (c). Each subfigure
represents the aggregated results for different values of a given obfuscation parameter,
where the aggregation is performed over the results obtained for all users, all values
of the obfuscation parameters and all cities. We have three main observations regard-
ing these results. Thus, in the following we first describe the observations. Then, we
describe the reason behind the observations.

1. As the values of oloc, osem and λ increase, the median location privacy for the both
obfuscation approaches increases (see subfigures (a),(b),(c) of Fig. 4).

2. Under all values of oloc, osem and λ, the median location privacy obtained for
the joint approach is higher than the median location privacy obtained for the
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disjoint approach (see subfigures (a),(b),(c) of Fig. 4). The only exception to this
observation is the case where oloc = 1 (See Fig. 4.a). In this case, no location
obfuscation is performed and hence, the median location privacy is the same for
the both obfuscation approaches.

3. As the values of oloc and osem increase, the value of loc-priv-ratio also increases
(see Fig. 5.a and Fig. 5.b). However, as the value of λ increases, the value of
loc-priv-ratio decreases (see Fig. 5.c).

To explain these observations, we apply the following reasoning. As the value of
oloc increases, the number of regions (locations) in the cloaking area increases. Thus,
by increasing oloc, the median location privacy for the both approaches increases. Also,
as the value of osem increases, the number of semantic tags that can be semantically
compatible with the obfuscated semantic tag increases. This, in turn, increases the
chance of having more semantically compatible regions with the obfuscated semantic
tag in every potential cloaking area. Thus, by increasing osem the median location
privacy for the both approaches increases. Moreover, we observe that by increasing
oloc and osem, the value of loc-priv-ratio also increases. Roughly speaking, this means
that the joint approach shows a much better performance in terms of location privacy
protection compared to the disjoint approach under higher values of oloc and osem.
In fact, as the value of oloc increases, the number of candidate regions for being in
the clocking area also increases. This, in turn, increases the chance that a greater
number of the candidate regions are semantically compatible with the obfuscated
semantic tag. Similarly, as the value of osem increases, the chance that a greater num-
ber of candidate regions are semantically compatible with the obfuscated semantic
tag increases. The joint approach takes advantage of this increase, i.e., as the number
of semantically compatible candidate regions increases, the joint approach selects a
cloaking area with a greater number of semantically compatible regions and seman-
tically compatible venues, whereas the disjoint approach is oblivious to the concept
of semantic compatibility. Accordingly, the performance of the disjoint approach does
not improve as much as the performance of the joint approach by increasing the values
of oloc and osem. We also observe that as the value of λ increases, the median loca-
tion privacy for the both approaches increases. However, by increasing λ, the value
of loc-priv-ratio decreases. Roughly speaking, this means that by increasing λ, the
difference between the performance of the both approaches becomes less significant.
Intuitively, this is because by increasing λ, we increase the number of hidden locations
and hidden semantic tags compared to the number of the obfuscated locations and the
obfuscated semantic tags in the obfuscated traces. This, in turn, increases the location
privacies resulting for the both approaches but it also decreases the importance of the
obfuscation approach in defining the amount of the resulting location privacies.

6 Related Work

The problem of protecting location privacy of users in LBSNs (and in LBSs, in general)
has been extensively studied in the literature and various protection mechanisms
are proposed. Many of the location privacy protection mechanisms apply location
obfuscation. The popularity of the location obfuscation lies in the fact that it does
not require changing the infrastructure, as it can be performed entirely on the user’s
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side [25]. There exist different methods to obfuscate a location, for instance, by hiding
the location from the LBS [4,8], by perturbing the location (e.g., by adding noise to the
location coordinates) [2], by generalizing the location (e.g., by merging the location
with nearby locations using a cloaking algorithm) [9,15,10,26] and by adding fake
(dummy) locations to the actual location [7,12,6,27] (See [13,21,22] for detailed surveys
on location obfuscation methods). Our work differs from these works by the fact that it
considers not only the obfuscation of location but also the obfuscation of the semantic
information to protect the location privacy. In addition, the location obfuscation in
our work is performed with respect to the obfuscated semantic information, whereas
the location obfuscation in these works is semantic-oblivious.

The disjoint obfuscation approach discussed in this paper, was originally intro-
duced in [1]. Our work is close to the work presented in [1], in the sense that it
assumes a similar system model and adversary model. In fact, our work and the
work in [1] are both built upon the Shokri’s framework for quantifying location pri-
vacy [23,24,20]) and they both rely on bayesian network models for implementing the
inference attacks. However, as already discussed, in this paper we try to improve the
work in [1], by proposing a joint obfuscation approach. Another difference between
this paper and the work presented in [1] is the fact that, in [1], the authors study the
impact of the location obfuscation and the semantic tag obfuscation on both location
privacy and the semantic location privacy of users, whereas in this paper we only
discuss the impact of the location obfuscation and the semantic tag obfuscation on
location privacy. We intend to discuss the impact on semantic location privacy in a
future work.

7 Conclusion

In this paper, we have introduced a joint semantic tag-location obfuscation approach
for privacy protection in LBSNs. This approach aims to overcome the drawbacks of
the existing disjoint approach, by performing the location obfuscation based on the
result of the semantic tag obfuscation. We provided a formal framework for evalua-
tion and comparison of the joint approach with the disjoint approach. Then, using
a dataset of real-world user mobility traces, we performed an experimental evalua-
tion. The evaluation results show that in almost all cases (i.e., for different values of
the obfuscation parameters), the joint approach outperforms the disjoint approach in
terms of location privacy protection. We also studied the impact of changing differ-
ent obfuscation parameters on the obfuscation approaches. In particular, we showed
that compared to the disjoint approach, the joint approach can take better advantage
of higher values of location obfuscation level and semantic tag obfuscation level and
exhibits even more satisfactory performance under higher values of these parameters.
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